Preventing Catastrophic Failure
and Building Resilience

Dr Carl A. Gibson
carl.gibson@latrobe.edu.au

Gavin Love
gavin.love@worleyparsons.com

Mike Tarrant
michael.tarrant@ema.gov.au

«f LA TROBE

22 M UNIVERSITY



mailto:carl.gibson@latrobe.edu.au
mailto:carl.gibson@latrobe.edu.au
mailto:gavin.love@worleyparsons.com
mailto:michael.tarrant@ema.gov.au

. Developing world disease
[ [E— Interstate and civil wars

. Chronic disease in
developed countries

I Middle East instability

. Less of fresheeater services
NatCat [ Inland flooding .E,'{;agt: Failed and failing states

Severity (in no. of deaths)

som-400t0anponm00n  zoaone- oo st 0o [

natcat: [ Earthquakes I Transnational crime and comuptian

Natcat: [ Tropical storms . Intermational tarmirism
=
S I Manotechnology . Breakdown of Cll
=
=z
. B Proliferation of WMD
W obeowin  s%  S10% [ ioz0sm s -

Likelihood

World Economic Forum 2007 GRR



A Continuum of Risk
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What Is resilience?



The ability to anticipate and adapt to volatility

It Is about agility to work around failures and bounce
back from adversity

On a continuing basis



Current Approach Adaptable Approach

« Focus — minimize short term harm Longer term strategic advantage

» Heavily driven by a standardised Driven by emergent leadership
process

 Strong basis on predicted events Strong basis on uncertainty

» Heavily plan based Heavily ‘blink’ decision based

* Increasingly prescriptive & inflexible Guidance driven

« Continuously out of date Continuously evolves

« Assumptions rarely challenged Contestable assumptions

 Development of process capability Development of adaptive capability



Strength

Power
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ROBUSTNESS » Durability - resistance to change

Avoid failures
React to predicted future events

Precision based

Deformation

Rebound
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RESILIENCE » Adaptability — adaptation to change
Reroute around failures (tolerates)

Respond to unanticipated shocks

/]

Generalization based



Activities

Governance Through chain Risk BCM Crisis Emergency
capability management management management
Decision Compliance Capability HR Communication Relationship Financial

making development  management management management

. - - Resilience

Leadership Culture Values Behaviors Trust Creativity Ambiguity
tolerance
Strategic Stress Acuity ‘Learnability’ Agility Interconnections
surety coping

Characteristics
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‘'Science’ of low resilience

 Complex adaptive systems (CAS)
 Apply BCM to CAS - increases resilience?

e Creates Highly Optimized Tolerance (HOT)



Highly optimized tolerance
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A look at some case studies



Common Features

Competitive Pressures

Leadership

Planning

Decisions

Focus

A

Accountability

Landscapes

Capability

Budget and Performance Pressures

v

Defences

Unrealistic perceptions
Issues not recognised/ignored

Inadequate consideration of risk
Poor scenario definition

Lack of robustness/resilience
Poor data reliance

Loss of critical focus
Poor prioritisation

Uncertain/unclear
accountabilities & responsibilities

Aberrant local landscapes created

Development impaired or
inappropriate

Elements are fragile, absent or
not fit for purpose



Competitive Pressures

Budget and Performance Pressures

Common Features

Leadership

Planning

Decisions

Focus

» Accountability

Landscapes

Capability
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The Organic Model
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A Case Study

e 18 November 1987
e Fire — Kings Cross Underground Station

e 3] fatalities



Risk Perception Decision Making
» Multiple fires (400) but no fatalities No fire certification required
* Fires = smoldering Railway inspectorate

« Focus on damage & disruption misunderstood responsibilities
e Smoke - not a hazard LRT- financial not safety

» Staff & people = fire detectors Rec_ommendatlons not followed
» Assistance not called for

Knowledge

Flows
Poor incident reporting

Poor liaison between directorates

Sentinels ignored Culture

Equipment out of order
Control room not manned
PA system not used

Capability
* No one person
accountable for safety

Untrained staff
Uncertain responsibilities

* Fires = accepted
part of operating

e Lack of interest at

* Uncoordinated response senior level

» Lack of evac plan » Old blinkered approach & fiefdoms
 Inadequate fire suppression * Organizational change

« Delayed maintenance « Complacency

» Loss of staff » Lack of supervisory control

* Police lack of local knowledge « Lack of accountability for job performance



The “Swiss Cheese” Model*
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An Adaptation
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Socio-economic Organisational  Local People Defensive
political factors factors factors factors factors




Tipping Point

Capability

Critical failure
time degradation

Routine Crisis Disaster
operations period period
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A New Model for Resilience

Enablers

Constructs & Frameworks




Enablers
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